Stimulate Knowledge Transfer in the cybersecurity sector
The key steps of the knowledge transfer process.
How to properly manage intellectual property ?
Kick-off CyberExcellence, 17th March 2022

Sébastien ADAM – Knowledge Transfer Officer | UCLouvain
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Stimulate innovation
Accelerate knowledge transfers
from research labs to economic and social actors
in order to optimize the impact of the academic research

« Knowledge transfer »
+ Research activities with more consideration of the economic purpose
+ Partnership research, in particular with companies
+ Licensing or spin-off creation
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Knowledge Transfer Offices (KTO)
1. Promote research activities
2. Stimulate links between research and industry & enhance partnerships
3. Support the innovation process & transfer research results to society

-

Supervise collaborations with companies or external partners
(collaboration agreement, confidentiality agreement, etc.)

-

Protect your results (patent application, i-dépôt, etc.)

-

Facilitate the exploitation of the results (licensing, distribution,
commercial use, etc.)

-

…
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The CyberWal Structure

CyberWal
Innovation

- An initiative that brings together the Walloon
actors in the field of cybersecurity.
- Articulates around 3 pillars: https://cyberwal.be/
- CyberExcellence funds « CyberWal
Recherche »
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Recherche
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Project Monitoring (1/2)
In parallel to your literature review, it is useful to check in
patents databases.
Prior art searching
Prior art searching involves determining the state of the art, in other
words all the information, patents or other publicly available
sources before the filing date of an application.

Invention Disclosure (ID)
The Invention Disclosure is a single form provided by your KTO to start the process of valorizing the results of your research.
• Step 1: You will provide a brief description of your invention here: this is the Announcement of Invention.
• Step 2: After this, together with your KTO, you will give precise details of this invention, the need it meets, the potential
market it covers, a patentability analysis, etc. This is referred to as an Invention Disclosure. So this is a tool for
communication and the structured exchange of information with your KTO. It is also an essential working document of your
KTO that will make it possible to determine the most appropriate means of disseminating and valorizing your research
results.

WHEN
As soon as possible!
When you think that there is an
innovative and valuable element
likely to interest companies in
particular and you wonder about
the need to protect the results.

WHY
• It is a working tool and a means of joint
communication.
• It facilitates the exchanges and understanding of
the results to be valorized.
• It enables an informed choice regarding the
valorization approaches to be preferred.
• to keep a record of the contributions made by the
researchers involved in the development of the
results to be valorized;
• to determine who owns the rights to your
invention/innovation.

WHAT
Information about the invention:
• Type of invention (compound, molecule, product,
service, social innovation, etc.)
• A summary of the invention (problem, description,
target group, innovative character, etc.)
• Disclosures made or planned (important when you are
considering filing a patent application) … and many others
Administrative information such as:
• The contact details of the researchers who worked on
the development of the results to be valorized;
• The inventive contribution of each one to the invention;
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• The project funding sources.

Project Monitoring (2/2)

Software Disclosure Form
Same principles as for Invention Disclosure Form

When :

&

Code distribution

During the project, you’ll have
to document your results on
the Cyber Factory
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Protection of Results (1/2)
There are different ways to protect results. Some are more
adapted than others in the IT area. What about patent ?
Patentability study in general
A patentability study consists of positioning an invention in relation to prior art with a view
to checking whether it fulfils the following three criteria:
a. Industrial applicability: an invention is considered to be eligible for industrial
application if its object can be made or used in any kind of industry, including
agriculture.
b. Novelty: an invention is considered to be new if it does not form part of the state of the
art, that is everything that has been made available to the public before the date on
which the patent application was filed through a written or oral description, a use or
any other means.
c. Inventiveness: an invention is considered to involve an inventive activity if, for a person
skilled in the art (practitioner in the technical field of the invention), it does not result
obviously from the state of the art

Practically
• LiEU helps you perform the prior art study
• Your KTO will assess whether it is worth going further
• An external patent attorney will do a full patentability study
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Protection of Results (2/2)
Patentability of computer implemented invention (software)

In the European patent convention (EPC), it is mentioned that
“program for computers” are in the list of exclusions to
patentability
But
EPC also mentions that it shall exclude the patentability of
software only if they are patented as such.
Which means
Software does not fall under the exclusion if they do produce a “technical effect”
Software producing technical effect are for instance those who :
• controls an anti-lock braking system in a car,
• determines emissions by an X-ray device,
• compresses video,
• restores a distorted digital image, or
• encrypts electronic communications,

A later session could be entirely dedicated to the patentability of software
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Protection of Results (1/2)
Copyright protection is acquired automatically when the original
work is generated and does not depend on the completion of any
specific formalities. It continues to apply for 70 years after the
author’s death, after which period it falls into the public domain.
Copyright Protection in general
There are two conditions for copyright protection:
 Originality
The original work must reflect the author’s personality and be the
fruit of the author’s intellectual effort.
Format
The original work must be materialized, whatever the medium. The
following in particular are covered by copyright: books, scientific
papers, correspondence, software, databases, graphs, drawings,
plans, photographs, paintings, sculptures, etc.

Types of rights: who is the author, the owner
of the copyright?
• The original owner of the copyright is the physical person who created the
work (moral rights). Moral rights are inalienable rights and cannot be
assigned to a third party.
• But the owner assign his or her economic rights or grant a license to any
third party (an editor for example) wishing to exploit the work.
The law provides for cases where transfer to a third party is presumed.
So, the employer is presumed, unless there is evidence to
the contrary, to be the owner of the copyright on software created by
its employees in the course of their duties.
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Protection of Results (2/2)
Copyright Protection of software

Copyright law specifically mentions computer code as being covered by
copyright. In these laws, they try to define the scope that is covered.
Copyright protects the form, not the functionalities of a software.
Software copyright is used to prevent the unauthorized copying of
software. The i-DEPOT is a means of proof. It is used to establish the
existence and date of your code.
Open-Source software licenses are based also on the copyright law.
A lot of code is available as Open Source. There are 2 types of open
source licenses, permissive and copyleft, both imply very different
consequences on what you can do with your software.
If you reuse code under :
•
•

A permissive license (MIT, BSD, Apache…) : you mainly have to
mention the author, as for publications.
A copyleft license (AGPL, GPL…) : you have to give access to the
source code of the whole software.

A later session could be entirely dedicated to open-source software
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It is the promotion of your research results. A transfer or
collaboration opportunity is a form, usually written in English.
Transfer or collaboration opportunities
It allows to bring value by transferring, selling or pursuing research
through new academic and/or industrial collaboration. Usually, this
document contains:
• A brief description of the research results
• The benefits and advantages of the results
compared to existing solutions
• The targeted areas of application
• The intellectual property status
• The state of maturation of the results (TRL scale)
• The type of partnership sought (e.g., licensing, transfer, academic
collaboration, industrial collaboration, knowledge transfer,
etc.)
• The keywords
• The laboratory's/institution's references
• The KTO's contact details
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To summarize
Choose
your
licence

Software
Disclosure
An important step
of your research!

KTO
- We can help you for
the whole process.
- Don’t come too late

Protect your
results
Choose the right tool
to protect your
results and establish
the appropriate
documentation

When dissemination
or distribution is
discussed, it is then
time to decide on
the choice of the
license.
Be aware of the external
building blocks you want
to use or integrate
(compatibility clause, legal
restrictions…)

Knowledge
Transfer
We can help you to
choose the best way
to exploit your
results
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Thank you!

For additional information and have a look on what we discuss today:
https://reseaulieu.be/wp-content/uploads/2022/01/Memo__service_aux_chercheurs_LIEU_EN_2021.pdf
Sébastien ADAM – Knowledge Transfer Officer | UCLouvain
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