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Crash reproduction

Crash!?!
java.lang.ClassCastException: […]
at org…..SolrEntityReferenceResolver.getWikiReference(....java:93)
at org…..SolrEntityReferenceResolver.getEntityReference(….java:70)
at org…..SolrEntityReferenceResolver.resolve(….java:63)
at org…..SolrDocumentReferenceResolver.resolve(….java:48)
at …
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Search-based Crash Reproduction

https://github.com/STAMP-project/botsing
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Crash-reproducing Test Case
public void test0() throws Throwable {
…
SolrEntityReferenceResolver solrEntityReferenceResolver0 = new …();
EntityReferenceResolver entityReferenceResolver0 = … mock(…);
solrDocument0.put("wiki", (Object) entityType0);
Injector.inject(solrEntityReferenceResolver0, …);
Injector.validateBean(solrEntityReferenceResolver0, …);
…
// Undeclared exception!
solrEntityReferenceResolver0.resolve(solrDocument0, entityType0, objectArray0);
}
java.lang.ClassCastException: […]
at org…..SolrEntityReferenceResolver.getWikiReference(....java:93)
at org…..SolrEntityReferenceResolver.getEntityReference(….java:70)
at org…..SolrEntityReferenceResolver.resolve(….java:63)
at org…..SolrDocumentReferenceResolver.resolve(….java:48)
at …
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ABSTRACT
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Approaches for automatic crash reproduction aim to generate test
cases that reproduce crashes starting from the crash stack traces.
These tests help developers during their debugging practices. One
of the most promising techniques in this research �eld leverages
search-based software testing techniques for generating crash reproducing test cases. In this paper, we introduce B������, an opensource search-based crash reproduction framework for Java. B����
��� implements state-of-the-art and novel approaches for crash
reproduction. The well-documented architecture of B������ makes
it an easy-to-extend framework, and can hence be used for implementing new approaches to improve crash reproduction. We
have applied B������ to a wide range of crashes collected from
open source systems. Furthermore, we conducted a qualitative assessment of the crash-reproducing test cases with our industrial
partners. In both cases, B������ could reproduce a notable amount
of the given stack traces.

Crashes are usually reported to developers through an issue tracker.
For Java programs, most of the time, these reports contain a stack
trace, which provides information such as the type of the exception
causing the crash and the stack of method calls (the frames) through
which the exception has occurred. A developer relies on this stack
trace to understand the root cause of the crash, debug, and �x the
software. Zeller describes how writing a test able to reproduce a
reported crash is one of the helpful practices to ease debugging [19].
Similarly, Soltani et al. [16] indicate that crash reproducing tests
help developers to �x bugs faster. Eventually, such tests can be
adapted and added to the test suite to prevent future regressions.
However, reproducing a crash using its reported stack trace is
a laborious and time-intensive task [16]. Also, we observed that
manually reproducing a crash requires an experienced developer
who has the proper amount of knowledge about the software.
Many automated approaches for crash reproduction have been
introduced in the literature to ease the debugging process [2, 11, 13,
15, 16, 18]. These approaches either use runtime data or the stack
trace to perform crash reproduction. For the former, the accuracy
depends on the amount of data considered. However, such data
are not always available due to the overhead induced by the data
collection, or privacy violation concerns. In contrast, the latter
approaches solely rely on stack traces, collected from issue reports
or execution logs.
Among the di�erent stack-trace-based crash reproduction approaches, Rößler et al. [13] and Soltani et al. [16] rely on SearchBased Software Testing (SBST) to automatically generate a crash
reproducing test. Soltani et al. [16] empirically showed that evolutionary approaches based on guided operators outperform other
existing approaches and con�rmed the usefulness of the generated
tests for debugging purposes.
In this paper, we present B������: an open-source, extendable
search-based crash reproduction framework. B������ implements
search-based crash reproduction approaches introduced in previous
studies [13, 15, 16]. The tool takes as input a stack trace and software under test. Then, it starts a single-objective or multi-objective
search process to generate a test reproducing the crash.
B������ has been designed as an extendable framework for
implementing new features and search algorithms for crash reproduction. For example, in our recent study on the impact of various
seeding strategies on crash reproduction, we have implemented

Demo. video: https://www.youtube.com/watch?v=k6XaQjHqe48
Botsing website: https://stamp-project.github.io/botsing/
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Other fitness functions
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ABSTRACT

KEYWORDS

Writing a test case reproducing a reported software crash is a common practice to identify the root cause of an anomaly in the software under test. However, this task is usually labor-intensive and
time-taking. Hence, evolutionary intelligence approaches have been
successfully applied to assist developers during debugging by generating a test case reproducing reported crashes. These approaches
use a single �tness function called Crash Distance to guide the
search process toward reproducing a target crash. Despite the reported achievements, these approaches do not always successfully
reproduce some crashes due to a lack of test diversity (premature
convergence). In this study, we introduce a new approach, called
MO-HO, that addresses this issue via multi-objectivization. In particular, we introduce two new Helper-Objectives for crash reproduction, namely test length (to minimize) and method sequence diversity
(to maximize), in addition to Crash Distance. We assessed MOHO using �ve multi-objective evolutionary algorithms (NSGA-II,
SPEA2, PESA-II, MOEA/D, FEMO) on 124 non-trivial crashes stemming from open-source projects. Our results indicate that SPEA2
is the best-performing multi-objective algorithm for MO-HO. We
evaluated this best-performing algorithm for MO-HO against the
state-of-the-art: single-objective approach (Single-Objective Search)
and decomposition-based multi-objectivization approach (De-MO).
Our results show that MO-HO reproduces �ve crashes that cannot
be reproduced by the current state-of-the-art. Besides, MO-HO improves the e�ectiveness (+10% and +8% in reproduction ratio) and
the e�ciency in 34.6% and 36% of crashes (i.e., signi�cantly lower
running time) compared to Single-Objective Search and De-MO,
respectively. For some crashes, the improvements are very large,
being up to +93.3% for reproduction ratio and -92% for the required
running time.

crash reproduction, search-based software testing, multi-objective
evolutionary algorithms
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1 INTRODUCTION
When a software application crashes, a report (or issue), including
information gathered during the crash, is assigned to developers for
debugging [43]. One common practice to identify the root cause of
a crash is to provide a test case that reproduces it [45]. This test case
can later be adapted and integrated into the test suite to prevent
future regressions. However, this test case is not always available
in the crash reports. Also, depending on the amount of information
available in the report, writing this crash reproducing test case can
be time-consuming and labor-intensive [39].
Consequently, various approaches have been proposed in the
literature to automate crash reproduction [4, 6, 23, 31, 32, 36, 39, 44].
These approaches use the information about a crash (e.g., stack
traces from crash reports) to generate a crash reproducing test case
by utilizing di�erent techniques such as symbolic execution, model
checking, etc. Among these approaches, two evolutionary-based
techniques have been introduced: R�C��� [36] and E��C���� [39].
These two approaches generate test cases able, when executed,
to reproduce the target crash using single-objective evolutionary
algorithms. The empirical evaluation of E��C���� [39] shows that
it outperforms other, evolutionary-based and non-evolutionarybased approaches in terms of crash reproduction ratio (percentage
of crashes that could be reproduced) and e�ciency (time taken to
reproduce a given crash successfully). This evaluation also con�rms
that E��C���� signi�cantly helps developers during debugging.
E��C���� relies on a single-objective evolutionary algorithm
(Single-Objective Search hereafter) that evolves test cases according
to an objective (Crash Distance hereafter) measuring how far a generated test is from reproducing the crash. Crash Distance combines
three heuristics: line coverage (how far is the test from executing
the line causing the crash?), exception coverage (does the test throw
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JCrashPack
§ 200 crashes
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Abstract
Crash reproduction approaches help developers during debugging by generating a test case
that reproduces a given crash. Several solutions have been proposed to automate this task.
However, the proposed solutions have been evaluated on a limited number of projects,
making comparison difficult. In this paper, we enhance this line of research by proposing
JCrashPack, an extensible benchmark for Java crash reproduction, together with ExRunner, a tool to simply and systematically run evaluations. JCrashPack contains 200 stack
traces from various Java projects, including industrial open source ones, on which we run an
extensive evaluation of EvoCrash, the state-of-the-art tool for search-based crash reproduction. EvoCrash successfully reproduced 43% of the crashes. Furthermore, we observed that
reproducing NullPointerException, IllegalArgumentException, and IllegalStateException is
relatively easier than reproducing ClassCastException, ArrayIndexOutOfBoundsException
and StringIndexOutOfBoundsException. Our results include a detailed manual analysis of
EvoCrash outputs, from which we derive 14 current challenges for crash reproduction,
among which the generation of input data and the handling of abstract and anonymous
classes are the most frequents. Finally, based on those challenges, we discuss future research
directions for search-based crash reproduction for Java.
Keywords Crash reproduction · Empirical evaluation · Search-based software testing

1 Introduction
Software crashes commonly occur in operating environments and are reported to developers for inspection. When debugging, reproducing a reported crash is among the tasks a
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Application Programming Interfaces (APIs) typically come with
(implicit) usage constraints. The violations of these constraints (API
misuses) can lead to software crashes. Even though there are several tools that can detect API misuses, most of them suffer from a
very high rate of false positives. We introduce Catcher, a novel API
misuse detection approach that combines static exception propagation analysis with automatic search-based test case generation
to effectively and efficiently pinpoint crash-prone API misuses in
client applications. We validate Catcher against 21 Java applications,
targeting misuses of the Java platform’s API. Our results indicate
that Catcher is able to generate test cases that uncover 243 (unique)
API misuses that result in crashes. Our empirical evaluation shows
that Catcher can detect a large number of misuses (77 cases) that
would remain undetected by the traditional coverage-based test
case generator EvoSuite. Additionally, on average, Catcher is eight
times faster than EvoSuite in generating test cases for the identified misuses. Finally, we find that the majority of the exceptions
triggered by Catcher are unexpected to developers, i.e., not only unhandled in the source code but also not listed in the documentation
of the client applications.
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INTRODUCTION

Developers use external libraries to increase the velocity and reduce
the production cost of software projects [38]. While increasing productivity, this form of software reuse comes with several challenges:
dependencies need to be kept up to date [15], developers must learn
the intricacies of each imported Application Programming Interface
(api), and resulting client programs should be robust, efficient, and
responsive. Correctly using third-party apis is not an easy task;
many apis are millions of lines of code large, interact with various
external systems and, importantly, they use stacks of software that
offer increasing levels of abstraction at the expense of observability
of the workings of the underlying layers.
The fact that apis are opaque to developers is known to lead
to incorrect uses (or api misuses [3, 4]) since client applications
can violate the (implicit) usage constraints (often referred to as
contract) of those apis. For example, a violation occurs when a
client application calls a method that expects a non-null constrained
formal parameter without validating (i.e., via null checks or error
handling) the references used as arguments. api misuses can cause
software reliability problems, originating from issues such as poor
handling of user input and resource misuses [3], or even increasing
the attack surface of client applications [18, 40]. Documentation is
not adequate, as it is usually either outdated [10], defective [64], or
just ignored by the developers of client applications [50].
While static api misuse detectors can successfully identify specific types of apis misuses, they suffer from various limitations [4].
In particular, these approaches have a high rate of false positives,
requiring developers to manually inspect (via cross-checking [4]
or writing test cases [57]) and review large lists of candidate api
misuses produced by static analysis. In fact, according to a recent
empirical study of Johnson et al. [28], who interviewed developers, false positives and developer overload are the main sources of
dissatisfaction with static analysis tools.

API misuse
detection

3 calls to nextToken()
without any checks

Client
(joda-time)

API
(Java JDK)

https://github.com/JodaOrg/joda-time/pull/319
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There is an assumption that the input
TimeZone file will always be valid,
leading to runtime exceptions with no
good error message when the file is
invalid.

https://github.com/JodaOrg/joda-time/pull/319
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Catcher

[ISSTA ’19]

The combination of static exception propagation analysis and
search-based test case generation for
the effective and efficient detection of API misuses.
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Catcher

[ISSTA ’19]

The combination of static exception propagation analysis and
search-based test case generation for
the effective and efficient detection of API misuses.
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Evaluation results
EvoSuite

Catcher

Detected misuses overlap:
EvoSuite

Effectiveness

166 (mean=123)
unique misuses

Catcher

243 (mean=207) unique
misuses

2

Efficiency

~15 days to produce
the test cases for all
the projects (~17 hours
per project)

163

80

~2 days to produce the
test cases for all the
projects (~2 hours per
project)
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Implications
§Research
§Automated generation of the test oracle
§Further examination of the benefits of combining
static analysis and testing
§Practical
§ Easily deployable in a continuous integration pipelines
§ Improvement of the reliability of APIs leading to fewer
client application crashes
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Towards focused search-based
testing

From crash reproduction to crash prevention
The combination of static exception propagation analysis and
search-based crash reproduction for
the effective and efficient detection of API misuses.
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Towards highly contextual test case generation
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